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BIA Questions for Workshop, Interviews and Surveys
This document is not intended to be a template for a BIA. Rather it should provoke thought and provide a starting point for the development of a BIA questionnaire that is unique to your organization.

It is often helpful to the BIA process to create a scenario of a plausible disaster to help participants focus on the issue.

PREPARE YOURSELF WELL IN ADVANCE. 

· Review organization charts to help determine the business activities that will be subject to the BIA

· Obtain and review the organization’s Mission Statement and a Mission Statement for the business function if it exists.

· Communicate the reason for the BIA project to all participants and perhaps all employees if appropriate. (Do not skip this project activity)

· Make lists of your basic questions. 

· Determine appropriate time frames for recovery. Example; 0-24 hours, 1-7 days, 8-15 days, 16-30 days. These time frames can be further subdivided if absolutely necessary but will add complexity to the BIA. 

· Create data recording spreadsheets or table formatted templates. 

· Use a scribe to take notes if the BIA is done in a facilitated workshop setting.

Question Inventory 
· Questions are not in a specific order of significance but number 1 and 2 should always be used to open the BIA.
· DO NOT ask for the Recovery Time Objective (RTO) in the opening series of questions. It is important that respondents be conditioned to the BIA process before considering the RTO.
1) Describe what your function does (in 1 or 2 sentences…)? Not what “you” do but the function you are responsible for.
 
2) How many people work in this function?


3) What is the worst thing that will occur if the scenario materializes?


4) Has this organization/function ever experienced an interruption to service delivery in the past? If yes; how long, what was done to address the interruption, what was the impact on stakeholders? Impact on employees, data, systems, clients, revenue, reputation, workspace?
5) What are the current operating hours of the function and are the regular business hours flexible?

6) What will happen if you cannot get access, what are all the problems you will face?
7) Are there any regulatory or legislated requirements to deliver this service?

8) Are there any contractual, i.e. SLA requirements to deliver the service. If so what are the penalties for non performance?


9) Who are your clients (internal, external, other sites, etc)?
10) Who are your key suppliers?

11) Is there anything that you absolutely must have in order to function; to do your work (things or processes that you CANNOT DO WITHOUT?) (Have you implemented any mitigation techniques for this requirement? 


12) Is there anything you provide (product or service) that another group or organisation will require within a defined period of time. If yes, who is it, what do they do (high level description), what is the period of time?
13) Is there a particular period, day, week, quarter or time of the year when your activities are more critical (busier periods) 

14) What are the potential impacts on H&S (e.g. employee files); company image; regulatory issues: any regulatory bodies? (Licences, fines)? Are there potential client penalties? 

15) Is there anything that has already been prepared in your group for emergency purposes; e.g. client call lists, any contingency plans of any kind: if YES, please detail and explain?
16) Quantify impacts over the predetermined time frames in either financial terms or on a scale of Low - Medium - High. Use a spreadsheet or table to record this data.
17) Do you have any employees in this function with unique skill sets that will be difficult to obtain should those employees not be available?

18) What are your essential requirements for: Application software, PCs, telecom, specialized telecom, data networks, paper records, etc? Record this information in the predetermined time frames.  
19) List the data (database(s)) used to perform this function, including email. 

20) How much data (in terms if minutes, hours, days) could the function tolerate losing?

21) Considering the answers to the proceeding questions, list the RTO and MSL (minimum service level) and RPO (recovery point objective) for this business function.

This list should be sufficient to provoke thought to develop additional required questions, of which there are potentially dozens. Be careful not to overload the BIA with questions. When creating BIA questions, always ask yourself how this information will be used in the context of the BC plan. If there is no evident answer, then eliminate the question form the list. 

Additional question areas.

In the event of an interruption with a duration of at least the RTO, what would be the impact as it relates to your organization in the following areas: 
Safety of the general public

· No direct or appreciable deterioration of safety

· Minor impact on the acceptable level of safety

· Unacceptable impact on safety 

· Safety directly endangered and exposed to high risks
Economic Stability (External)
· No difficulty perceived or experienced 

· Partial or limited adversity for small numbers of people

· Significant adversity for a limited number of people

· Difficulty for a large number of people

· Extreme difficulty for a large number of people
Image and Public Confidence

· No impact on public confidence

· Partial impact on image or public confidence

· Significant impact on image or public confidence

· Irreparable loss and damage to image and public confidence

Compliance with Laws and Regulations

· No direct or appreciable compliance issues

· Minor impact or compliance with laws or regulations

· Triggers an assessment or interpretation of compliance

· Unequivocal contravention of laws or regulations
Clients/Tenants/Vendors/Suppliers

· No effect on clients

· Some adjustment required by clients 

· A significant but tolerable impact on clients

· Clients would not be able to endure or react to repercussions
Contracts/Agreements

· No impact on contracts

· Minor impact generating minimal adjustments

· Non-compliance resulting in penalties

· Contract defaults results in lawsuits and potential, significant liabilities
Other Organizations/Functions
· No impact on other organizations
· Minimal or partial impact, but the consequences are negotiable or  predictable

· Significant impact that affects contractual agreements

· Major impact that could adversely affect or create an obstacle for the organization at any level
Impact of Service delivery

· No impact on service quality, availability or timeliness

· Partial or limited impact on service quality, availability or timeliness

· Significant impact on service quality, availability or timeliness

· Direct and significant loss of service delivery in quality, availability and timeliness
Revenues - Financial losses daily

· No direct impact on revenues resulting in financial losses

· Minimal impact on revenues resulting in financial losses

· Significant impact on revenues resulting in financial losses

· Major impact on revenues resulting in financial losses

Obligations/Relationship with other business functions
· No direct relationship with other areas of activity

· Partial impact on other areas of activity

· Significant impact on other areas of activity

· Directly impedes the work of other areas of activity
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